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Timeslot Topic / Agenda

13:00 ς 13:30 ²ŜƭŎƻƳŜ ǘƻ ǘƘŜ άYƛŎƪ hŦŦέ ŜǾŜƴǘ

13:30 ς 15:00 What is happing right now and why is it different?!

You open a newspaper and read about a new breach or compromise. Maybe you even got notified 
that your data has been a breach! 

But what is going on, and why did we get here?
15:00 ς 16:00 Break / Coffee and Cake / Network
16:00 ς 16:45 The way in ς for it-criminals! 

Most attacks start with either a social engineering attack or the exploit of a known software 
vulnerability, but most people have not seen how easy this is! ς Let me show you!

16:45 ς 17:00 Short Break
17:00 ς 17:45 Where do we go from here?

What can we do to improve security both privately and at OK and how do we improve the security of 
the software we create?

17:45 ς 18:00 Wrap-up and closing word from OK leadership

Dinner and Drinks



1996 Aarhus University, 
Master of Computer Sciences
Cryptographical Protocol Theory

2015 ς WelcomeSecurity, 
Security Advisor and 
Owner

2003 Systematic,
Systems Engineer

2019 ς OWASP Co-chapter Lead,
Aarhus

2007 Danske Bank, 
Developer

2019 Deloitte, Senior Manager

2012 Kamstrup, 
Systems Engineer

2020 ς 
2021

Norlys, 
IT Security Architect

2014 FortConsult (part of NCC group), 
Senior Security Consultant

2021 ς
2021

Amazon Web Services,
Senior Security Consultant

Thomas Ljungberg Kristensen
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Why are we here and What 
is changing in the world?
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The Past
ñShall we play a game?ò
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Wargames, 1983, MGM, https://www.mgm.com/#/our-titles/2117/WarGames-(1983)
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Wikipedia (https://en.wikipedia.org/wiki/WarGames, https://en.wikipedia.org/wiki/The_Net_(1995_film), https://en.wikipedia.org/wiki/Hackers_(film),  and https://en.wikipedia.org/wiki/Swordfish_(film)
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https://www.youtube.com/watch?v=kl6rsi7BEtk
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Wikipedia (https://en.wikipedia.org/wiki/Kevin_Mitnick) and https://twitter.com/kevinmitnick 
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The Present
ñWe cannot be breached!ò
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http:// www.nytimes.com/2014/08/06/business/target -puts-data-breach-costs-at-148-million.html

http:// www.cnet.com/news/ lenovo-hit -by-lawsuit -over-superfish-adware/

http:// www.theregister.co.uk/2011/07/27/ rsa_security_breach /

http:// theweek.com/5things/537729/massive -data-breach-health-insurer -anthem-could-affect-80-million -people

http:// www.huffingtonpost.com /2011/06/08/sony -hack-problems_n_873443.html

http:// www.bbc.com/news/technology -26971363

http:// www.ibtimes.co.uk /forbes -com-hacked-by-syrian-electronic-army-because-hate-syria-1436415

http:// www.usatoday.com/story/tech/2014/10/02/ jp-morgan-security-breach/16590689/

https://www.cnet.com/how -to/ccleaner -was-hacked-heres-what-to-do-next/
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Source: https://www.jbs.cam.ac.uk/faculty-research/centres/centre-for-risk-studies/publications/space-and-technology/integrated-infrastructure-cyber-resiliency-in-society/



Source: https://www.schneier.com/crypto-gram/archives/2004/0715.html#8

Source: https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-secret-us-army-bases
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Source: https://www.cnbc.com/2018/10/04/chinese-spy-chips-are-said-to-be-found-in-hardware-used-by-apple-amazon-apple-denies-the-bloomberg-businessweek-report.html



https://www.wired.com/2016/01/nsa -hacker-chief-explains-how-to-keep-him-out-of-your-system/
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Source: https://www.berlingske.dk/internationalt/fe-chefen-rusland-vil-hacke-vores-forvaltning-og-kina-vores-virksomheder
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Naser Khader (K), formand for Forsvarsudvalget
"Vi kan meget mere end vi bør gøre. For eksempelvis så kan vi gå ind og slukke for el og vand i Moskva i et døgn..." 

Peter Ernstved Rasmusen (Værten)
"Kan vi det?..."

Naser Khadar
"Nu er jeg ikke ekspert, men jeg tror at vi er i stand til at gøre det..."

https://www.radio4.dk/program/frontlinjen/?id=tr -vi-bruge-vores-cyberkapaciteter_ep_27_10_20 (cirka 10:25 min inde) og https://www.ft.dk/medlemmer/mf/n/naser -khader 17

https://www.radio4.dk/program/frontlinjen/?id=tr-vi-bruge-vores-cyberkapaciteter_ep_27_10_20&time=620
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https://finans.dk/erhverv/ECE9722058/hackernes-cybertogt -kan-faa-flere-virksomheder-til -at-gaa-konkurs/

https://www.dr.dk/nyheder/penge/hackerangreb -koster-maersk-milliardbeloeb

https://www.version2.dk/artikel/norsk -hydro-ramt-stort-hackerangreb-anlaeg-staar-stille-forbud -mod-brug-netvaerk-pcer

https://www.dr.dk/nyheder/penge/hackerangreb -koster-dansk-virksomhed-over-en-halv-milliard

https://www.dr.dk/nyheder/penge/iss -ramt-af-hackerangreb-formaalet-var-afpresning

https://www.version2.dk/artikel/danmarks -stoerste-nyhedsbureau-lagt-ned-hackerangreb-1091672
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Sources: Verizon, 2013 Data Breach Investigations Report



Sources: Verizon, 2013 Data Breach Investigations Report





Sources: https://twitter.com/LukasStefanko/status/909753129478082565



23https://www.mx.dk/nyheder/danmark/story/13307249



24www.pipl.com



25http://www.it -blogger.dk/post-nord-virus-rammer-danmark/, http://skat.dk/SKAT.aspx?oId=68747 og https://www.nets.eu/dk-da/digital-sikkerhed/Pages/Phishing.aspx



Source: http://securingthehuman.sans.org/media/resources/STH-Poster-YouAreATarget-Danish.zip



https://www.danskerhverv.dk/siteassets/mediafolder/downloads/analysenotater-2017/66-cybersikkerhed.pdf, 
https://digst.dk/media/18755/danskernes_informationssikkerhed_december_2018_191218.pdf, 
https://www.weforum.org/reports/regional-risks-for-doing-business, 
https://www.symantec.com/content/dam/symantec/docs/reports/istr-22-2017-en.pdf

44%af de danske borgere har være udsat for: 
Infektion med skadelig software, misbrug 
af fortrolige oplysninger, økonomisk tab
og tab af data

20 nye sårbarhederbliver offentliggjort om 
dagen

1 Cyber-angreb er den største risiko for virksomheder i Europa 
og medfører store økonomiske tabog potentielt konkurser

2 minutter tager det, før en ny enhed på 
Internettet bliver ramt

1/4 million angreb fra internettet hver dag!

73%af danske virksomheder er blevet 
angrebet ςeller forsøgt angrebet!

Statistics from Denmark (and in Danish)
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An attack is low risk and high ROI

óRussian Underground 101ó by Trend Micro and óThe Cyber-crime black market uncoveredó by Panda Security

Dedicated server (powerful servers) 0.50 ς 1  (10 ς 20)

1000 downloads in EU 80

Programming Services ? (100 ς 250)

1 day DDoS 30 ς 70

Cheap email spamming 10 per 1,000,000 emails

Email spamming, custom database 50 ς 500 per 50,000 to 1,000,000 emails

SMS spamming 3 ς 150 per 100 ς 10,000 SMS

1 hour call flooding 2 ς 5

Bots 200 for 2,000 bots

Copy of scanned EU passport 5

Windows 7 Ultimate license 7

Fake website 5 ς 20

Credit card details 2 ς 90 (add 190 for physical card)

Bank Credentials (with guaranty) 80 ς 700

Purchase and forward of products 30 ς 300

Fake web site $20

1,000,000 spam emails $10

5 Servers to host site $70

$100

Break-even at 0.005% (or 50) 
people entering credit card details
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https://zerodium.com/program.html



The Industrialization of Cybercrime and Evolution of Cybercrime Syndicates - https://www.isc2.org/News-and-Events/Webinars/EMEA-Webinars?commid=446997
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Sources: http://nakedsecurity.sophos.com/exploring -the-blackhole-exploit-kit-3/
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SourcesΥ έ¢ƘŜ Cyber-crimeblackmarketuncoveredέ ōȅ tŀƴŘŀ Security Sources: http://krebsonsecurity.com/2012/08/inside-a-reveton-ransomware-operation/
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https://www.ransom-db.com/real-time-updates



éan emerging trend with traditional organized 
crime syndicates and criminally minded 
technology professionals working together and 
pooling their resources and expertiseé

Sources: http://www.interpol.int/Crime -areas/Cybercrime/Cybercrime



https://www.shodan.io/search?query=ok.dk

https://search.censys.io



Bring a company offline?

Source: https://www.youtube.com/watch?v=vn-lU3Zu3dw



The Future
ñAssume Breach ï Detect Compromiseò
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https://github.com/OWASP/wstg/releases/download/v4.2/wstg -v4.2.pdf
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https://vividcomm.com/2019/04/15/threat -actors/

ά¢ƘŜǊŜ ŀǊŜ ƻƴƭȅ ǘǿƻ ǘȅǇŜǎ ƻŦ 
companies: Those that have been 
hacked, and those that will beΦέ

Former FBI Director, Rubert Muller

ά¢ƘŜǊŜ ŀǊŜ ƻƴƭȅ ǘǿƻ ǘȅǇŜǎ ƻŦ ŎƻƳǇŀƴƛŜǎΥ 

Those that have been hacked, and those 

who ŘƻƴΩǘ ƪƴƻǿ ǘƘŜȅ ƘŀǾŜ ōŜŜƴ ƘŀŎƪŜŘΦέ
Former CEO at Cisco, John T. Chamber
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https://twitter.com/TheDFIRReport/status/1324408962318557184/photo/1

https://twitter.com/TheDFIRReport/status/1324408962318557184/
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Developer
ñBut we are not a part of the problem, 
right?ò
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46Velocity 09: John Allspaw and Paul Hammond  - https://www.youtube.com/watch?v=LdOe18KhtT4



47Windows 95 Launch - https://www.youtube.com/watch?v=lAkuJXGldrM



48Windows 95 Launch - https://www.youtube.com/watch?v=lAkuJXGldrM



49Windows 95 Launch - https://www.youtube.com/watch?v=lAkuJXGldrM



50Windows 95 Launch - https://www.youtube.com/watch?v=lAkuJXGldrM



512019 - Steve Ballmer Developers, Developers, Developers - https://www.youtube.com/watch?v=SaVTHG-Ev4k



52Steve Ballmer Developers, Developers, Developers - https://www.youtube.com/watch?v=SaVTHG-Ev4k
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https://en.wikipedia.org/wiki/Turtles_all_the_way_down

https://www.lego.com/en -dk/product/hogwarts -castle-71043

Building Blocks and Abstraction



Whom do we trust 
to impersonate 
everyone else!?

Certificate Manager ς Local and Personal

Note, some 
systems/platforms/frameworks maintain 
their own!
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https://www.aquasec.com/cloud-native-academy/docker-container/docker-cis-benchmark/

http://static.open-scap.org/ssg-guides/ssg-ubuntu2004-guide-index.html


