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You open a newspaper and read about a new breach or compromise. Maybe you even got no
that your data has been a breach!

But what is going on, and why did we get here?
(SN[ CHOOA Break / Coffee and Cake / Network
(0I5 The way ing for it-criminals!

Most attacks start with either a social engineering attack or the exploit of a known software
vulnerability, but most people have not seen how easy thig is#t me show you!

(ISR ST AV OB Short Break

A0l a8 \\Vhere do we go from here?

What can we do to improve security both privately and at OK and how do we improve the seclt
the software we create?

(AT (OB \/\/rap-up and closing word from OK leadership

B Dinner and Drinks
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The Past

nShall we play a game?



et imes make mistakes,
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Steal rerrglhing

BSOT UP OR SHUT UP!

OM LINE - THIS FALL

Wikipedia (https://en.wikipedia.org/wiki/WarGames, https://en.wikipedia.org/wiki/The_Net_(1995_film), https://en.wikipediasoki/Hackers_(film), and https://en.wikipedia.org/wiki/Swordfish_(film)



NCIS ridiculous hacking scene: one keyboard, two typists HD : o »
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https://lwww.youtube.com/watch?v=kI6rsi7BEtk ‘



Mitnick served five years in prison—four and a half years pre-trial and eight months in solitary confinement—because, according to Mitnick, law enforcement officials
w [23]

7

convinced a judge that he had the ability to "start a nuclear war by whistling into a pay phone meaning that law enforcement told the judge that he could somehow
dial into the NORAD modem via a payphone from prison and communicate with the modem by whistling to launch nuclear missiles ** In addition, a number of media

outlets reported on the unavailability of Kosher meals at the prison where he was incarcerated.®®

Wikipedia (https://en.wikipedia.org/wiki/Kevin_Mitnick) and https://twitter.com/kevinmitnick
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Target Puts Data Breach Costs at $148 Million,

and Forecasts Profit Drop

By RACHEL ABRAMS AUCG. 5, 2014

10 April 2014 Last updated at 16:04 GMT K |

Heartbleed bug creates confusion online
By Mark Ward

Technology correspondent, BBC News

http:// www.bbc.com/news/technology -26971363

http:// www.nytimes.com/2014/08/06/business/target -puts-data-breach-costs-at-148-million.html

Massive data breach at health insurer Anthem could

affect 80 million people

http:// theweek.com/5things/537729/massive -data-breach-health-insurer -anthem-could-affect-80-million -people

ﬁ Amy Lee o cuconeson 10 W
Why Does Sony Keep Getting Hacked?

Lenovo hit by lawsuit
over Superfish adware

Consumers and attorneys are already looking to the legal
system for recourse following revelations that Lenovo installed
potentially dangerous software on its PCs.

by Lance Whitney W @lancewhit / February 24, 2015 9:29 AM PST

http:// www.huffingtonpost.com /2011/06/08/sony -hack-problems_n_873443.html

http:// www.cnet.com/news/ lenovo-hit -by-lawsuit-over-superfish-adware/

Forbes.com Hacked by Syrian Electronic Army Because of
"Hate for Syria"

(-\ David Gilbert
L

| f a2 |wes]s]

\g February 14, 2014 10:20 GMT

http:// www.ibtimes.co.uk /forbes -com-hacked-by-syrian-electronic-army-because hate-syria- 1436415

JP Morgan reveals data breach affected 76 million
households

ﬁ Elizabeth Weise, USATODAY

http:// www.usatoday.convstory/tech/2014/10/02/  jp-morgan-security-breach/16590689/

SecurlD breach cost RSA $66m

In 2nd quarter alone

27 Jul 2011 at 17:17, Dan Goodin o 181 ‘

http:// www.theregister.co.uk/2011/07/27/ rsa_security_breach/

CCleaner hack affects 2.27
million computers -- here's
what to do

https://www.cnet.com/how -to/ccleaner-was-hacked-heres-what-to-do-next/
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Cambridge Centre for Risk Studies
Cambridge Risk Framework

Cyber Risk Framework for Critical Infrastructure Threat Scenario

INTEGRATED
INFRASTRUCTURE:

CYBER RESILIENCY
IN SOCIETY

S\ [/G

Mapping the Consequences of an
Interconnected Digital Economy

M L]

R . Key findings

This is a regional power supply catastrophe that affects between 9 million and 13 million electricity customers depending on the scenario
variant.

Its knock-on effects include disruption to transportation, digital communications, and water services for 8 to 13 million people.

The sector most affected by the outage while it is occurring is Financial Services, which loses an estimated £1.3 billion during the period of the
outage, in the baseline scenario.

The secondary economic impacts remain for some time after the initial disaster as confidence continues to wane, perishable products are no
longer fit for sale, businesses suffer, international relations are damaged and supply chains take considerable time to recover.

The economic losses to sectors are in the range of £11.6 billion to £85.5 billion in the different variants of the scenario.

The overall GDP impact of the attack amounts to a loss between £49 billion to £442 billion across the entire UK economy in the five years
following the outage, when compared against baseline estimates for economic growth.

Source: https://www.jbs.cam.ac.uk/facullgsearch/centres/centrdor-risk-studies/publications/spacand-technology/integratednfrastructurecyberresiliencyin-society/



Security Notes from All Over: Coca-Cola and the NSA

Coca-Cola has a new contest. Hidden inside 100 cans of Coke there's a SIM card, GPS transmitter,
and a microphone. The winners activate the Coke can by pressing a button, which will call a central
monitoring facility. Then Coke tracks the winners down using the GPS transmitter and surprises them
with their prize.

NSA engineers drink Coke. Lots and lots of Coke. The possibility that an active microphone in a Coke
can could be in one of the NSA's highly secure facilities is worth considering. A reasonable threat
analysis might look like this: "You know, the chances that one of these 100 cans out of hundreds of
millions of cans ends up in our building is extremely small -- somewhere around 1 in 100,000 -- so if's
not worth worrying about.”

But the NSA's Information Staff Security Office) decreed differently: "It is important that ALL cans of
Coca-Cola within our spaces be inspected. This includes cans already in our buildings and those
being delivered on a daily basis. If you discover one of these cans, DO NOT activate it. Instead, you
should alert your ISSO immediately and report the incident."

Source: https://www.schneier.com/cryptzram/archives/2004/0715.html#8

e
/

Support The Guardian sesrchlobs (6 signin S

Available for everyone, funded by readers
News Opinion Sport Culture Lifestyle

World » Europe US Americas Asia Australia Middle East Africa Inequality Cities Global development
GPS © This article is more than 1year old

Fitness tracking app Strava gives away
location of secret US army bases

Data about exercise routes shared online by soldiers can be used to
pinpoint overseas facilities

Latest: Strava suggests military users ‘opt out’ of heatmap as row
deepens

Source: https://www.theguardian.com/world/2018/jan/28/fitnesackingapp-givesawaylocationof-secretus-army-bases



= @ MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV

cCNBC

gry he wanted to double Boris Johnson pushes Britain to brink of Hong Kong'’s leader will reportedly
Dre... an election: Here's what... announce withdrawal of bill...

CYBERSECURITY

Chinese spy chips are found in hardware used
by Apple, Amazon, Bloomberg says; Apple,
AWS say no way

PUBLISHED THU, OCT 4 2018 . 6:15 AM EDT | UPDATED FRI, OCT 5 2018 . 7:36 PM EDT

Kate Fazzini
@KATEFAZZINI svare £ W in N eee

Source: https://www.cnbc.com/2018/10/04/chinespy-chipsare-saidto-be-found-in-hardwareusedby-appleamazonrapple deniesthe-bloombergbusinessweekeport.html



NSA HACKER CHIEF EXPLAINS HOW TO KEEP HIM OUT OF YOUR

F9] KiM ZETTER

the NSA, credentials are king for gaining access to systems.
1+ was The talkmost anticipatec NOT the login credentials of your organization’s VIPs, but the
f}f:t“gfﬂi?gtfggga;‘;ﬁf;z credentials of network administrators and others with high

levels of network access and privileges that can open the
kingdom to intruders. Per the words of a recently leaked
NSA document, the NSA hunts sysadmins.

The NSA is also keen to find any hardcoded passwords in
software or passwords that are transmitted in the
clear—especially by old, legacy protocols—that can help
them move laterally through a network once inside.

https://iwww.wired.com/2016/01/nsa -hacker-chief-explains-how-to-keep-him-out-of-your-system/
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LOGIND eller

Berlingske & o e =

INTERMNATIONALT

FE-chefen: Rusland vil hacke vores
forvaltning og Kina vores
virksomheder

Source: https://www.berlingske.dk/internationalt/thefenruslandvil-hackevoresforvaltningog-kinavoresvirksomheder

KSB ABONMNEMENT
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LIVE  SENDEPLAN x

27.10.20 (55 minute

2 TORVIBRUGE VORES
FRONTLINJEN | ve ‘ CYBERKAPACITETER?

TIRSDAGE FRA T-12

Hver dag deltager danske mand og kvinder aktivt i missioner i uropraegede 4 .7 ! > LYt med Podcastside
omrader udenfor landets graenser, og samtidig Igser Forsvaret 2 y * i ’ ' 4
samfundskritiske opgaver til lands, til vands og i luften herhjemme. Bag enhver - »

F S

operation ligger bade taktik, politik og masser af isenkram. Journalist og
tidligere reserveofficer Peter Ernstved Rasmusen tager dig med hele vejen fra
den yderste militerpost og ind i de politiske baglokaler-

Beskrivelse

ﬁ“i PETER ERNSTVED RASMUSEN

| sidste uge blev seks navngivne russiske militaere efterretningsagenter tiltalt i USA for at have
begdet omfattende hacking og angrebet virksomheder, internationale organisationer,
valgkampagner og partier, fremmede regeringer og de olympiske vinterlege i Sydkorea. Men er
det kun vores fjender, der laver dristige offensive cyberoperationer? Skal vi i Danmark bruge
vores offensive kapacitet? Og hvordan integrerer man cybervaben i konventionelle styrker?
Frontlinjen tager debatten med Jeppe Teglskov Jacobsen, adjunkt ved Forsvarsakademiet og
forsker i offensive cyberoperationer, John Foley, der var med til at opbygge Center for
Cybersikkerhed under Forsvarets Efterretningstjeneste, og Naser Khader (K), formand for
Forsvarsudvalget. Undervejs kommer der indspark fra haerchefen Michael Lollesgaard og de
cybervaernepligtige pa Ryes Kaserne i Fredericia.

& Kopier link §  Delpa facebook N Del pé twitter

Naser Khader (K), formand for Forsvarsudvalget
"Vi kan meget mere end vi bgr gare. For eksempelvis sa kan vi ga ind og slukke for el og vand i Moskva i et dagn..."

Peter Ernstved Rasmusen (Veerten)
"Kan vi det?..."

Naser Khadar
"Nu er jeg ikke ekspert, men jeg tror at vi er i stand til at gore det..." \

https://lwww.radio4.dk/program/frontlinjen/?id=tr ~ -vi-bruge-vores-cyberkapaciteter_ep_27_10_20 (cirka 10:25 min inde) og https://mw.ft.dk/medlemmer/mf/n/naser -khader 17


https://www.radio4.dk/program/frontlinjen/?id=tr-vi-bruge-vores-cyberkapaciteter_ep_27_10_20&time=620

Erhverv

(C® Mine nyheder FINANS Seg Q. = PENGE

A TEMA HACKERANGREB B s7ammkier

NYHEDER DR ©

Hackernes cybertogt kan fa flere ISS ramt af Hackerangreb koster Maersk
virksomheder til at gi konkurs hackerangreb: Formalet milliardbelgb

3! iske k 1} er en af virl hedernes

- Mzersk anslar, at hackerangrebet fra juni og juli vil koste selskabet
sterste fryetved hackerdozreli. var a f p resnin g 1,3til1,9 milliarder kroner.

ERHVERV | 17.07.2017 KL. 06:17

Store

Hackergruppe angreb servicegiganten ISS for at fa lesepenge.

-_— Alt tyder pa russiske bagmaend, vurderer ekspert.
- =1 ¥ — -
- B R el

55 pet. af de adspurgte virksomheder mener, at

https://www.dr.dk/nyheder/penge/hackerangreb -koster-maersk-milliardbeloeb

egkonomiske omkostninger vil vaere det sterste problem ved : { b5 \f BN 3
https://iwww.dr.dk/nyheder/pengeliss -ramt-af-hackerangreb-formaalet-var-afpresning VERS 0"2 Nfv@

ITNYHEDER BLOGS DEBAT IT-JOB SEKTIONER - MERE

et hackerangreb, og hver anden svarer samtidig, at et

hackerangreb kan betvde, at virksomheden gar konkurs. |

DR Nyheder ¥ TV Radio A Privetivepcindc: KONTAKT DR -S06 FA DRDK Norsk Hydro ramt af stort hackerangreb:

SENESTENYT INDLAND UDLAND PENGE POLITIK REGIONALT VEJRET Anlag Star Stlllle - forbUd mOd brug af
— netvaerk og pc'er

https://finans.dk/erhverv/ECE9722058/hackernes cybertogt -kan-faa-flere-virksomheder-til -at-gaa- konkurs/

VERSION2

NYHEDER BLOGS DEBAT JOB SEKTIONER v MERE = IT-TALENT INFOSECURITY = TIP Hackerang reb koster
Danmarks stgrste nyhedsbureau lagt ned danSk Virksomhed over TSR LU
af hackerangreb en halv milliard oG fViRATr

Hackerangrebet beted, at hereapparatvirksomheden Demant
ikke kunne distribuere produkter, og det har kostet salg.

Det store norske udsat for et eb-
selskabets side er nede.

019-1030

00000GD

som pavirker selskabets drift pa flere

https:/iwww.version2.dk/artikel/norsk -hydro-ramt-stort-hackerangreb-anlaeg-staar-stille-forbud -mod-brug-netvaerk-pcer

https:/iwww.version2.dk/artikel/danmarks -stoerste-nyhedsbureau-lagt-ned-hackerangreb-1091672

https:/iwww.dr.dk/nyheder/penge/hackerangreb -koster-dansk-virksomhed-over-en-halv-milliard
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Compromise
Exfiltration
Discovery
Containment

Figure 41: Timespan of events

Overall
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11%
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1%

36%

0% 1%
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2% 2%
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SourcesVerizon, 2013 Data Breach Investigations Report
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Figure 44: Discovery methods

Unrelated party (Ext] 52%
Fraud detection (Ext)
Customer (Ext)

Law enforcement (Ext)
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35%
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Financial audit (Int)
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Log review (Int)
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SourcesVerizon, 2013 Data Breach Investigations Report
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Contains ads
© This app is compatible with your device

Installed

% Translate the description into English using Google Translate? Translate

Instagram is a simple way to capture and share the world’s moments. Follow your friends and family
to see what they're up to, and discover accounts from all over the world that are sharing things you
love. Join the community of over 500 million people and express yourself by sharing all the moments
of your day——the highlights and everything in between, too.

Sources https://twitter.com/LukasStefanko/status/909753129478082565

Instagram © Editors' Chaice
Inmﬂm Social *hhhy 54023710 &

& Parental guidance

Contains ads
© This app is compatible with your device

ety e
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'

Wiy
ses

Instagram is a simple way to capture and share the world’s moments. Follow your friends and family
to see what they're up to, and discover accounts from all over the world that are sharing things you
love. Join the community of over 500 million people and express yourself by sharing all the moments
of your day—-the highlights and everything in between, too.



https://www.mx.dk/nyheder/danmark/story/13307249

Emma Larsen
Rasmus Seebach

Emma Larsen

Rasmus Seebach
Emma Larsen
Rasmus Seebach

Emma Larsen

Rasmus Seebach
Emma Larsen
Rasmus Seebach

Emma Larsen
Rasmus Seebach
Emma Larsen
Rasmus Seebach
Emma Larsen
Rasmus Seebach
Emma Larsen
Rasmus Seebach

Emma Larsen
Rasmus Seebach

Emma Larsen

Rasmus Seebach har udvekslet kontaktoplysninger med Emma Larsen.

er du rasmus seebach? &Y))
jada

hol da op hvor vilt
jeg elsker dig!

og din musik

-

hva laver du

ser tv

gider du ikke snakke
?

hvad
hvaserduitv

er du forelsker

datved)egide..m&dce@
i mig

det tror jeg

som hvad

som hvad?

vil du kys mig

det ved jeg ikke.. tror jeg mpske
m3 jeg kys dig

hibi.. maske, . &/

hvor

min kind

. Opkald fra Rasmus Seebach

2.
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Rasmus Seebach

36 years old
SPONSORED:
Vital Records Social Profile Username Report
& ASSOCIATED WITH: Ditte Marie Lund , Ida Marie Steensborg , Flemming Daniel Frederiksen ,

www.pipl.com

Ulla Rostgaard Poulsen, Frederik Lassen Hesseldahl, Nina Maglehaj Skjedt,
Steffen Rise Andersen , Mette Hestehave Hansen , Jette Gildner Knudsen,
Kamilla Juel Serensen, 6 more »

Rasmus Seebach, rasmus.seebach, rasmus.seebach.9 - Svenstrup & ...
facebook.com/people/_/546092605

E3 Personal web Profile - Facebook

Rasmus Seebach, 36 years old
en.wikipedia.org/wiki/Rasmus_Seebach

W The Free Encyclopedia - Wikipedia

Rasmus Seebach, Kristian Klinge (krillerone)

** DOnline Photo Album - Flickr

-

RAa3iiiua gccowauil, 1adliiul.occwacl .o
facebook.com/peoples_f100003858655822

Ed Personal Web Profile - Facebook

Rasmus Seebach, rasmus.seebach.75
facebook.com/people/_f100003157308966

Ed Personal Web Profile - Facebook

Rasmus Seebach, rasmus.seebach.7
facebook.com/people/_f100003795573810

Ed Personal Web Profile - Facebook

Rasmus Seebach, rasmus.seebach.1238
facebook.com/people/_f100003522528600

Ed Personal web Profile - Facebook

Rasmus Seebach, rasmus.seebach.12
facebook.com/peopled_f100001115043646

Ed Personal Web Profile - Facebook

Rasmus Seebach, rasmus.seebach.750
facebook.com/people/_f100004124554813

Ed Personal Web Profile - Facebook

Rasmus Seebach Seebach
facebook.com/peopled_f100000640895528

Ed Personal web Profile - Facebook
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Fra: Info Nets <noreply@nets.com>
Dato: 8. marts 2017 k1. 10.07.57 CET

Til:
Emne: Adgang Til Dine Konto

Keere kunder Nets,
Det ser ud til, at en anden bruger din konto.

For din sikkerhed, har vi blokeret din konto
Vi har brug for nogle oplysninger for at Ise dette problem

= Klik her https://www.nets.eu/dk-da/I%C3%B8sninger/dankort/022136¢

@ Nets i Danmark (HQ)-kontoteamet

Du har uforleste pakken

Fra: Skat.dk <skat@skat.dk>

Dato: 1. okt. 2013 12.00

Emne: ID:38933 - tilbagebetaling af skat - DKK 6940,00
Til: XXX

&
SKAT

Kaere skatteyder,

Vores registreringer viser, at du er kvalificeret til en tilbagebetaling af skat af:
DKK 6940,00

For at fa adgang til din skat tilbagebetaling, klik venligst her.

Udfyld venligst formularen indtil d. 02-10-2013.
Den hurtigste og nemmeste made at modtage din tilbagebetaling pa er ved direkte inc

Vi har modtaget din pakke CT5389919582DK pi 2015/09/21. Courier var ude af stand til at levere ~ CeCK/OPsparingskonto.

denne pakke tal di
s Vores hovedkontor adresse kan findes pa vores hjemmeside pa

Fa oz udskrive forsendelsesetiketten, og vise det pa det nzrmeste posthus for at £3 din pakke. http://www.skat.dk

Copyright © 2013 Skat.dk. Alle Rettigheder Forbeholdes.

Hvis pakken ikke er modtaget inden 20 arbejdsdage PostNord AB vil vaere berettiget til at kraeve
kompensation fra dig - 55 kroner for hver dag 1 at holde. Du kan finde oplvsninger om fremgangsmaden
ved og betingelserne af pakken holde 1 det nasrmeste kontor.

Dette er en antomatisk genereret meddelelse, Klik her for at afmelde

http://www.it-blogger.dk/posinord-virusrammerdanmark/, http://skat.dk/SKAT.aspx?0ld=68747 og https://www.nets.alddkgitd-sikkerhed/Pages/Phishing.aspx



Brugernavn og passwords

Hvis du er blevet hacket, kan IT-kriminelle installere
programmer pa din computer, der opfanger alt, hvad du
taster inklusiv dine brugernavne og passwords. Den
information bruges til at logge pa dine online-konti sa som:

Dine bankkonti, hvorfra de kan stjeele eller overfgre
dine penge.

Din iCloud, Google Drev eller Dropbox konto hvilket
kan give adgang til dine falsomme data.

Dine konti til online indkeb, s& kan de handle i dit navn
og for dine penge.

Hoste informationer fra
din e-mail
Hvis du er blevet hacket, har IT-kriminelle adgang til din

e-mail og kan finde information de kan szelge. Det kan
eksempelvis veere:

® Alle navne, e-mailadresser og telefonnumre fra din
kontaktliste/telefonbog.
@ Alle dine personlige e-mails og arbejds e-mail.

Virtuelle varer

Hvis du er blevet hacket, kan IT-kriminelle kopiere og
stjeele alle dine virtuelle varer og szelge dem til andre. Det
drejer sig om:

® Dine karakterer, varer og valuta i online spil.
® Alle licenser til software, operativsystemer og spil.

Botnet

Hvis du er blevet hacket, kan din computer blive forbundet
til et netveerk af hackede computere, der bliver kontrolleret
af den IT-kriminelle. Dette netvaerk kaldes et Botnet og
kan blive brugt il at:

@ - Sende spam til millioner personer.
® _Overbelaste andres systemer og fa dem til at ga ned.

Du ved det maske ikke, men du er et mal for
IT-kriminelle. Din computer, dine mobile enheder,
dine (online) konti og dine informationer har en
meget hgj veerdi. Denne plakat saetter fokus pa,
hvordan IT-kriminelle kan tiene penge pa athacke
dig. Heldigvis kan du beskytte dig og din familie
ved atfglge nogle simple rad. Hvis du vil vide mere
kan du abonnere pa det manedlige nyhedsbrev
om IT-sikkerhed fra OUCH!

www/ securingthehumanrorg/ouch

Identitetstyveri

Hvis du er blevet hacket, kan IT-kriminelle benytte din
online profil til at bega svindel eller szelge din identitet
til tredjepart. Det kan veere:

® Din Facebook, Twitter eller LinkedIn konto.
@ Din e-mail konto.
@ Din Skype konto.

Web Server

Hvis du er blevet hacket, kan IT-kriminelle benytte din
computer som server til:

® At forsgge at stjiaele andres brugernavne og
passwords.

® Programmer, der hacker andre computere.

® Distribution af b@rneporno, piratkopier af film og
stidlet musik.

Okonomisk

Hvis du er blevet hacket, kan IT-kriminelle lede efter
veerdifuld information i dit system sa som:

@ Information om dine kreditkort.
® . Dine skatteoplysninger.
@ Dine investeringer og pension.

Afpresning

Hvis du er blevet hacket, kan IT-kriminelle overtage din
computer og kreeve penge. Dette kan de gere ved at:

® Tage billede med dit indbyggede kamera og
kreeve penge for at destruere det eller for ikke at
offentliggare det.
Kryptere al data pa din computer og krseve penge
for at dekryptere det.
True med at offentliggare hvilke hjemmesider
du har besagt.

Denne plakat er baseret pa arbejde udfert af Brian Krebs.
Du kan lzere mere om IT-kriminalitet ved at falge hans blog
http:/krebsonsecurity.com

© SANS Institute - You are free to print, distribute and post as many copies of this poster as you like; the only limitation is you cannot modify or sell it. For digital copies of this and other security awareness posters, visit www.securingthehuman.org/resources/posters

Source: http://securingthehuman.sans.org/media/resources/SPdsterYouAreATargeDanish.zip




Statistics from Denmark (and in Danish)

1 Cyberangreb er derstarste risikdor virksomheder | Europa
0g medfgrerstore gkonomiske tabg potentieltkonkurser

440/0af de danske borgere har veere udsat for: 730/051f danske virksomheder er blevet
Infektion medskadelig softwaremisbrug angrebetq eller forsggt angrebet!
af fortrolige oplysningewkonomisk tab
ogtab af data

20 de sarbarhedebliver offentliggjort om 1/4 million angreb fra internettetiver dag!
agen

minutter tager det, far en ny enhed pa
Internettet bliver ramt

https://www.danskerhverv.dk/siteassets/mediafolder/downloads/analysenota2&17/66-cybersikkerhed.pdf,

https://digst.dk/media/18755/danskernes_informationssikkerhed_december_2018_191218.pdf,

https://www.weforum.org/reports/regionatrisksfor-doing-business,

https://www.symantec.com/content/dam/symantec/docs/reports/is22-2017-en.pdf ‘ 27



An attack Is low risk and high RO

Dedicated server (powerfuservers) 0.50¢ 1 (10¢ 20)

1000 downloads in EU 80
Programming Services ?(100¢ 250) i
 dayDDoS e 70 Fake web site $20
Cheap email spamming 10 per 1,000,000 emails
Email spammingcustom database  50¢ 500 per50,000 to 1,000,000 email 1’000,000 Spam ema| |S $1O
SMS spamming 3¢ 150 perl00¢ 10,000 SMS
i Gl ek 26 5 Servers to host site $70
Bots 200 for 2,000 bots
Copyof scanned EU passport 5
Windows 7 Ultimate license 7 $1OO
Fakewebsite 5¢20
ditcard detail 2 ¢ 90 (add190 for physical card
Creditcar et.als | ¢ 90 (add190 for physical card) Break_ even at 0005% (OI’ 50) .
Bank Credentials (wituaranty) 80¢ 700 people enterlng Credlt Card detalls

Purchasend forward of products 30¢ 300

O6RusBrdarground 1016 by Tr end Qylkercrine black darkét Tincoveredd by Panda Security ‘ 28



Up to
$1,000,000

Up to
$500,000

Up to
$250,000

Up to
$200,000

Up to
$100,000

Up to
$80,000

Up to
$50,000

Up to
$10,000

£001 N

VM ware ESXi
VME

0 |

VMware WS
VME

‘Win/Linux

LUSB
LPE

WinsMac

Q.00 |

Routers
RCE

Thunderbird
RCE

Win,/Linux

Safari

RCE+LPE

Mac

2.001 |

Antivirus
RCE

Antivirus
LPE

 Windows RCE: Remote Code Execution
N macOs LPE: Local Privilege Escalation
BN Linux/BSD | SBX: Sandbox Escape or Bypass
I Any OS VME:Virtual Machine Escape

2003 N

Bdge
RCE+LPE

win

i) h|

MS Outlook

3004

Firefox
RCE+LPE

Win

Adobe PDF
RCE+SBX

ZERODIUM Payouts for Desktops/Servers’

2000 b |

Chroma
RCE+LPE

‘Win

4001 A |

MS Exchange

* All payouts are subject to change or cancellation without notice. Al trademarks are the property of their respective owners.

1001 ~

Win RCE
Zaro Click

win

M3 115
RCE

G003

Windows
LPE/SBX

2019/ 0 @ zerodium.com

https://zerodium.com/program.html
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Admin

PayPal
Country

Checkers

Support

Paypa Vendor
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[platinum)

K

[platinum)
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[platinum)

The Industrialization of Cybercrime and Evolution of Cybercrime Syndicates- https://www.isc2.org/News -and- Events/Webinars/EMEAWebinars?commid=446997

Search

Blackdist

Action
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Annual license: $ 1500
Half-year license: £ 1000
=-month license: $ 700

Update cryptor $ S0
Changing domain £ 20 multidomain $ 200 to license.
Curing the term of the license all the updates are freea.

Fent on our server:

1 week (7 full days): £ 200
2 weeks (14 full days): £ 200
=2 weeks (21 full day): 5 400
4 wealks (21 full day): $ S00
24-hour test: £ 50
« There is restriction on the volume of incoming traffic to a leasehold system.
depending on the time of the contract.

Prowviding our proper domajr—i = change of the domain: £ 25
Mo longer any hidden fees,.| rental includes full support for the duration of the

contract.

Sources http://nakedsecurity.sophos.com/exploring -the-blackhole-exploit-Kkit-3/
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The most common "positions’ or specializations according to the FBI are:

EQ 1. Programmers. Who develop the exploits and malware used 10 cOmMMIT cyber-cnmes.

-
ﬂ\gj 2. Distributors. Who trade and sell stolen data and act as vouchers for the goods provided by other specialists.

@, , 3. Tech experts. Who maintain the ciminal enterprise’s IT infrastructure, induding servers, encryption
\ ah technologies, databases, and the like.

@ 4. Hackers. Who search for and exploit applications, systems and network vuinerabilities.
aaa

>~ 5. Fraudsters. Who create and deploy vanous sodal engineering schemes, such as phishing and spam.
aa

’;:‘ 6. Hosted systems providers. Who offer safe hosting of illicit content servers and sites.
e

7\

7. Cashiers. Who control drop accounts and provide names and accounts to other ariminals for a fee.

o3
¢

<B] 4

8. Money mules. Who complete wire transters between bank accounts. The money mules may use student and
work visas to travel to the U.S. 1o open bank accounts.

[ =
L]

9. Tellers. Who are charged with transterring and laundering illicitly gained proceeds through digital currency
services and different world currencies.

10. Organization Leaders. Often “people persons”™ without technical skills. The leaders assemble the team and
choose the targets.

(&
o [

Source¥ ¢ Qylfe&rimeblackmarketuncovered 0 & SedunfyR |

Sourceshttp://krebsonsecurity.com/2012/08/insidarevetonransomwareoperation/
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Ransom-DE - Live Ransomware U)

C O

No. Victim Name

x | +

- - - HA
83 hitps://www.ransom-db.com/real-time-updates E ==

Live Ransomware Updates

Last 15 Ransomware Incidents \ Updates

Ransom-DB Provides you with real-time ransomware tracking of ransomware groups and their victims

Additional Info Dates Ransomware Group\Name

1 Veritas Solicitors 2022-10-04 BianLian
2 Early, Lucarelli, Sweeney & Meisenkothen 2022-10-04 BianLian
3 Dorsey metrology 2022-10-04 BianLian

https://www.ransomdb.com/reaitime-updates

lcon

BignLion

BignLion

BionLian

&
&\
&\




eéan emerging trend with
crime syndicates and criminally minded
technology professionals working together and
pool i ng thelr resources

Sources http://www.interpol.int/Crime -areas/Cybercrime/Cybercrime



ok.dk - Host Search - Censys X

C O EJ https://search.censys.iofsearch?resource=hosts&sort=RELEVANCE&per_page=258&uvirtual_hosts=

Censgs QHosts v | #% | okdk

fwww.shodan.io/search?query=ok.dk

E ==

!.l'. SHODAN

TOTAL RESULTS

TOP COUNTRIES

ok.dk

A View Report [0 View on Map

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

Object moved [
20224 244 100
ok-upgrade1f396bblc
d95f543adevpos.axclo
ud.dynamics.com
ok-upgrade1f396bblc
d95f64Badevecom. axc
loud.dynamics.com
ok-upgrade1f396bblc
d95f648adevaos.axclo
ud.dynamics.com
ok-upgrade1f396bblc
d95f543adevaossoap.
axcloud.dynamics.com
ok-upgrade1f396bblc
d95f848adevret. axclou

& SSL Certificate

lssued By:

|- Common Name:
Microsoft Azure TLS
Issuing CA 06

|- Crganizaticn:
Microsoft

Corporation

lesued To:
|- Cemmazn Name:
ok-

2022-10-02

HTTP/1.1 382 Found

Cache-Control: private

Content-Type: text/himl; charset=utf-g

Location: https://login.windows.net/ok.dk/wsfed?wa=wsigninl.e&wtrealm=spnk3ast

- upgrade1f396bblcdd5f648adevaos.axcloud. dynamics.com
d.dynamics.com

Wicrozoft Corporation |- Crganizaticn:
i= Results - Microsoft
— Netherlands, Amsterdam Corporation

Host Filters Hosts
Resuits: 18 Time: 0.295

https://www.shodan.io/search?query=ok.dk

Autonomous System:

10 TDC TDC AS
3 MICROSOFT-CORP-

(= 54.194.133.85 (ec2-54-194-133-85.eu-west-1.compute.amazonaws.com)

MSN-AS-BLOCK AMAZON-02 (16509) Leinster, Ireland
BO/HTTP 443/HTTP
2 AMAZON G2 ices tis.certificates.leaf_dat ‘email. ok.dk
1 AS5413 services.tls.certificates.leaf_data.names: email. ok.
1 GLOBALCONNECT- services.tls.certificates.leaf_data.subject.common_name: email. ok .dk
AS31027
® More
& 54.77.59.67 (ec2-54-77-59-67 eu-west-1.compute.amazonaws.com)
Location:
AMAZON-02 (16509) Leinster, Ireland
12 Denmark BO/HTTP 443/HTTP
3 Netherlands services.tls.certificates.leaf_data.names: email. ok .dk
2 Ireland

1 United Kingdom services.tls.certificates.leaf_data.subject.common_name: email. ok .dk

Service Filters
M &2 249 27 1812

https://search.censys.io



Bring a company offline?
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Vulnerability is known
to the vendor

A sch_r[ty ) The vendor notifies its
vulf\emblll‘ty is clients (sometimes)
discovered

Vulnerability is Security tools

made public ®- are updated
-7 R (IDS signatures, A pa.h:h is
- ~ - new modules for published
S~ VA tools)
I -
- i -
- i -
. - o The existence of
T~ patch is widely known
-
@.
-
Y
Y
N
~
-
.. . -
i The patch is installed

.» in all systemns affected
.
-
LY
Y

hS
-~
A
S
.
Y

Figure 2-2: Window of Vulnerability

https://github.com/OWASP/wstg/releases/download/v4.2/wstg -v4.2.pdf
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CYBER THREAT ACTOR

GCKSNBE IINB 2yfteée
companies: Those thatve been
hacked and those thatvill bed €

Former FBDirector Rubert Muller

GCKSNBE IINB 2yfteée (¢

Those thahavebeen hackedand those
WhoR2 YV QUU R Y& 6KI gS

NATION-STATES | =revveeees

-

HACKTIVISTS | «ceveereees

~

TERRORIST GROUPS [ «eevveees:

THRILL-SEEKERS | -------- i, .

INSI[B‘ER%—I Al h? ...... 2

https://vividcomm.com/2019/04/15/thre

FormerCEQO at Cisco, John T. Chamber

Pordrcnbng 3158 @R F....

5SSy K|o1SR¢s

MOTIVATION

GEOPOLITICAL

PROFIT

-

IDEOLOGICAL

>

IDEOLOGICAL VIOLENCE

SATISFACTION

41



Ryuk Speed Run, 2 Hours to Ransom

20:57 UTC Bazar malware
executed

The DFIR Report @TheDFIRReport - Nov 5 oo
Ryuk Speed Run, 2 Hours to Ransom

C2 34.222.33.48:443

21:07 Cobalt Strike executed

EJDiscovery using Net, Nitest, and AdFind

EJCobalt Strike and Bazar for C2

E3zerologon for Privilege Escalation AdFind and Rubeus
EJCredential Access via Rubeus
EJLateral Movement via SMB 2701921

C2 45.153.240.240:443

ed and outputs exfiled.

21:43 Zerologon vulnerability

exploited against primary
domain controller

thedfirreport.com/2020/11/05/ryu...

CVE-2020-1472

Ryuk Speed Run, 2 Hours to Ransom

First lateral movement to
n controller using RDP

21:57 Command and control
CF M I12 33 a8 a4)

established on domain controller

2107 Domain discovery activity

https://twitter.com/TheDFIRReport/status/1324408962318557184/
Cobalt Strike beacon C2 108.62.12.121:443
22:07 Lateral movement to

another domain controller using
SMB

22:18 Lateral movement to

backup server using SMB
22:32 RDP to multiple systems
using beachead.

22:58 First system ransomed.

23:41 All systems ransomed.

https://twitter.com/TheDFIRReport/status/1324408962318557184/photo/1



What would a cyber attack look like in the real world?

—
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Developer
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>

Little bit weird  Pulls levers & turns knobs
Sits closer to the boss  Easily excited
Thinks too hard Yells a lot in emergencies

Velocity 09: JohnAllspaw and Paul Hammond - https://www.youtube.com/watch?v=LdOe18KhtT4



{) 002/0:24

Windows 95 Launch

5.525.158 visninger.. 75 98.353 GJ El‘“[s"é IKKE A DEL =+ GEM

Windows 95 Launch- https://www.youtube.com/watch?v=IAkuJXGldrM
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They've been laughed at, picked on and put down.
But now it’s time for the cdd to get even!

) 002/0:24

Windows 95 Launch

5.525.158 visninger.. 75 98.353 GJ Efﬁr; IKKE A DEL =+ GEM

Windows 95 Launch- https://www.youtube.com/watch?v=IAkuJXGldrM



They've been laughed at, picked on and put down.
But now it’s time for the cdd to get even!

- -

Ty —¥

> M 0 oo/o 0 = % @ O L

Windows 95 Launch

9.525.158 visninger... [ﬁ 98.353 CJ Ef[;hé IKKE ~» DEL =+ GEM

Windows 95 Launch- https://www.youtube.com/watch?v=IAkuJXGldrM



P Pl ) o004/019

2019 - Steve Ballmer Developers, Developers, Developers https://www.youtube.com/watch?v=SaVTHG- Ev4k
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Steve Ballmer Developers, Developers, Developers

Press E\ to exit full screen

| .
Il » o 0007019 «0 & 5] 3k




https://www.lego.com/en -dk/product/hogwarts -castle-71043

https:/

/en.wikipedia.org/wiki/Turtles_all_the_way_down

53



Whom do we trust
to Impersonate
everyone else!?

Certificate Manageg Local and Personal

Note, some
systems/platforms/frameworks maintain
their own!

ﬁ certlm - [Certifikater — lokal computer\Rodneglecentre, der er tillid tilCertifikater] — O x
Filer Handling Vis Hjzlp
e zEolc= HE
Gl Certifikater — lokal computer A || Udstedt til - Udstedt af LA
| Personligt
- ) =] AddTrust External CA Root AddTrust External CA Root 3
v R'Ll?dgﬁri.l:;e:tre, der er il [FglBaltimare CyberTrust Root Baltimore CyberTrust Root 1
. V_i:ks:mlhlecai:irllid =] Buypass Class 2 Root CA Buypass Class 2 Root CA 2
j Mellemliggende naglecer =] Buypass Class 3 Root CA Buypass Class 3 Root CA 2
=] Udgivere, der er tillid til sl Certum CA Certum CA 1
3 Certifikater, der ikke er il =] Certumn Trusted Metwork CA Certum Trusted Metwork CA 3
= Tredjeparts;adnﬁglecentrs [l Chambers of Commerce Root -...  Chambers of Cormerce Root - 2., 3
| Personer, der er tillid til [ Class 3 Public Primary Certificat... Class 3 Public Prirnary Certificatio.. 0
| Klientgodkendelsesudstee [Z]COMODO ECC Certification Au... COMODO ECC Certification Auth... 1
| Redder til forhdndsvisning @COMODO RSA Certification Au... COMODO RS4A Certification Auth... 1
ﬁ certmgr - [Certifikater - aktuel bruger\Rodneglecentre, der er tillid til\ Certifikater] - O ¥ #7Microsoft Corp. 3
m Root CA 2 1
Filer Handling Vis Hjzlp ID Root CA 1
ol A1l W= ARENERE 7 N toot CA 1
— = loot G2 1
Iﬁ] Certifikater - aktuel bruger A || Udstedt til Udstedt af M 100t 63 1o
H :E:Dn“?t 4 " [l Symantec Enterprise Mobile Ro...  Symantec Enterprise Mobile Root ... >
v f' ggri.;;e:trev erert [l TeliaSonera Root CA v Telia5cnera Root CA vl
- J srHite E,r ) =l Thawte Premium Server CA Thawte Premium Server CA
| Virksomhedstillid ) )
- . [ lthawte Primary Root CA thawte Primary Root CA
_| Mellemliggende ngglecer ] ]
| Active Directory-brugerok [Zlthawte Prirary Root CA - G3 thawte Primary Root CA - G3
| Udgivere, der er tillid ti = Thawte Timestamping CA Thawte Timestamping CA
| Tredjepartsrodnaglecentre ] T-TeleSec GlobalRoot Class 2 T-TeleSec GlobalRoot Class 2
| Personer, der er tillid til [ USERTrust ECC Certification Aut... USERTrust ECC Certification Auth...
| Klientgodkendelsesudstec [ZUSERTrust RSA Certification Aut... USERTrust RSA Certification Autho...
| Andre personer =] UTN-USERFirst-Object UTM-USERFirst-Object
| CurrentUser [ VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce...
| LecalMachine [ VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce...
| MSIEHistorylournal [ VeriSign Universal Root Certific...  VeriSign Universal Root Certificati...
| Anmodninger om certifiki Sl AAA Certificate Services AAA Certificate Services
T Raddar nd chinkark cnn e A
< > < >

Lageret Rodnaglecentre, der er tillid til indeholder 70 certifikater.




Jcloud native wiki
by aqua

~

> Containerized Architecture

L Enter search term

> Devsucops Docker CIS Benchmark: Best Practices in

2 Cloud Native Applications

Brief

> Kubernetes in Production

» e (e e Get the gist of the Docker CIS Benchmark recommendations for host configuration, Dockd
» Container Platforms Daemon configuration and more, and learn to automate security testin

w Docker Container

Container Monitoring

What ic Dacker CIS Renchmark?

https://lwww.aquasec.com/cloudative-academy/dockecontainer/dockercisbenchmark/

tik@development: ~/Desktop/source_code/docker-bench-security Q = x

[WARN]
cored)
[WARN]
[WARN]
ored)

[WARN]
[WARN]
[PASS]

2.7 - Ensure TLS authentication for Docker daemon is configured (Scored)
* Docker daemon not listening on TCP

2.8 - Ensure the default ulimit is configured appropriately (Manual)

*# Default ulimit doesn't appear to be set

2.9 - Enable user namespace support (Scored)

2.10
2.11
2.12

2.13
2.14

2.15
2.16
2.17

Ensure
Ensure
Ensure

Ensure
Ensure

Ensure
Ensure
Ensure

ropriate (Manual)
[INFO] Ensure that experimental features are not implemented in production {Scurl
2d) (Deprecated)

the default cgroup usage has been confirmed (Scored)
base device size is not changed until needed (Scored)
that authorization for Docker client commands is enabled (S

centralized and remote logging is configured (Scored)
containers are restricted from acquiring new privileges (Sc

live restore is enabled (Scored)
Userland Proxy 1s Disabled (Scored)
that a daemon-wide custom seccomp profile is applied if app

http://static.openscap.org/ssguides/ssgubuntu2004guideindex.html
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